State of Nebraska - Cisco VPN Instructions
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The Cisco VPN client “AnyConnect” can be installed by going to the following URL at the State
of Nebraska:

https://remote.nebraska.gov
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Please enter your username and password.

GROUP: SON-MultiFactor
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Be sure to select “SON-MultiFactor” as the group.


https://remote.nebraska.gov/+CSCOE+/logon.html#form_title_text

After your credentials are validated you will need to validate your MFA account. For MFA with a
hard token, you will need to enter your verification code
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Enter the verification code displayed in the
Microsoft Authenticator mobile app or token to
complete your authentication.

More information is required to log in.
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If you are using the Authenticator app (soft token), you will get a pop up on your mobile phone
asking that you to approve or deny the verification request.

You will be asked to accept the terms and conditions of access to the State of Nebraska’s
network.
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*** State of Nebraska equipment, authorized use only
"""" This system contains US Government
information *** This system is for authorized use only.
u access is Users
or unauthorized) have no explicit or implicit
expectation of privacy. Any or all uses of this system
and all files on this system may be intercepted,
monitored, recorded, copied, audited, inspected, and
to site and law
personnel. By using this system, the user consents to
such interception, monitoring, recording, copying
auditing, ion, and atthe ion of
authorized site. Unauthorized or improper use of this
system may result in administrative disciplinary action
and civil and criminal penalties. By continuing to use
this system you indicate your awareness of and
consent to these terms and conditions of use. Please
call 402-471-2047 for help regarding this equipment.
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Once authentication is successful, you can download and install the VPN client provided the
user has sufficient administrative rights. If not, please contact your IT department for installation
assistance.
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Download & Install

Download Cisco AnyConnect Secure Mobility Client and install it on your computer.

Download for Windows

© Instructions

Once the client is installed, a connection can be established. The user will need to launch the
Cisco AnyConnect Secure Mobility client and enter the server name: remote.nebraska.gov
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Ready to connect.

I remote.nebraska.gov

Be sure to select “SON — Multifactor” for the Group
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The multifactor verification will function the same as in the initial logon to install
the VPN client software.

Once the connection is established, the client will automatically minimize. If the client fails to
authenticate, please contact the OCIO help desk for further assistance.

The small “gear” icon at the lower left is for settings and may be adjusted based on agency
policy.

The small “graph” icon next to the “gear” icon is for statistics and status. This information may be
helpful in troubleshooting and will indicate, for example, if the client is using “FIPS Mode”.

Access to state resources using the VPN is controlled both at the VPN level and at the agency
level. If you find your access is not what is expected, please submit a ticket through the IT Help
Desk. Troubleshooting will begin with the VPN and then be escalated to your agency’s IT
department.



